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As workers move home for part or all of their work hours, protecting sensitive data becomes 
more critical—and more difficult. Emerging options for private connections go beyond VPN  
protection—without the performance hit.
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Workers Move Back

Home
While there are many factors contributing 
to this movement (work/life balance, cost consid-

erations and even concern over the environmental 

impact of commuting), one important driver has 

been the increasing availability of reliable broad-

band Internet connections to the home. At the 

end of 2013, 71.3 percent of U.S. households had 

broadband connections, according to a report 

from IHS. 

The growth in the number of home workers has 

created a need for security solutions to secure the 

workers’ data and the organization’s resources. 

While the connection to the Internet at  a work-

place is — or should be — secured behind  

multiple layers of technology, such as firewalls and 

intrusion detection systems, home connections 

remain less secure.

Yet that situation is changing as organizations  

realize the need to ensure secure access for their 

home-office workers. Many are beginning to explore 

the security options available now and are keeping  

an eye on those being proposed.

May 2015

As the service and information sectors grow into increasingly important parts of the world 
economy, remote work — particularly from home — has become more commonplace.

https://technology.ihs.com/468148/
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for the
Home Office
Security

Work

Working from home has grown tremendously in popularity, increasing 80 

percent between 2005 and 2012, according to Global Workplace Analytics. That 

organization also lists the percentage of workers who identify their home as their 

primary workplace — not counting the self-employed, mind you — as 3.6 percent 

of the total workforce. When you add in the number of self-employed who work 

from home, that percentage climbs to 5.6 percent of the overall workforce.

More frequently these days, the discussion around telecommuting includes concerns 
about and options for securing the home-work Internet connection.

http://globalworkplaceanalytics.com/telecommuting-statistics
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What’s driving the acceptance of this 

phenomenon in the enterprise world? 

Essentially two things: increased pro-

ductivity and reduced cost. In a report 

from 2009, Cisco found in a survey  

of its own home workforce that  

"approximately 69 percent of the  

employees surveyed cited higher  

productivity when working remote,  

and 75 percent of those surveyed said 

the timeliness of their work improved."

IBM, in turn, is reported to have saved 

nearly $100 million in real estate costs 

because of telecommuting.

Working from home requires a  

somewhat different set of guidelines 

and requirements than working from  

an office, however. One key require-

ment, logically, is an adequate con-

nection back to company systems, 

applications and data. Until now, that 

requirement has essentially meant a 

connection to the Internet.

Who Are These Telecommuters?
According to the latest statistics from Workplace Analytics, the largest block of 
those full-time employees who work from home are from the federal government, 
accounting for 3.3 percent of the total federal workforce. Close behind it is the non-
profit sector, with 2.9 percent of its employees telecommuting.

The for-profit world isn’t far behind, though, with 2.6 percent of its overall full-time 
workforce working from the home. 

It isn’t a surprise to find out that the federal gov-
ernment leads in this area — after all, in 2013 it 
passed the Telework Enhancement Act, which 
requires federal agencies to do what they can to 
make it easy for employees to work from home.

That fits with how The New York Times described the average 
telecommuter in an article from March 2014: “The typical 
telecommuter is a 49-year-old college graduate — man or 
woman — who earns about $58,000 a year and belongs 
to a company with more than 100 employees.”

http://newsroom.cisco.com/dlls/2009/prod_062609.html
http://newsroom.cisco.com/dlls/2009/prod_062609.html
http://newsroom.cisco.com/dlls/2009/prod_062609.html
http://globalworkplaceanalytics.com/telecommuting-statistics 
http://www.gpo.gov/fdsys/pkg/PLAW-111publ292/pdf/PLAW-111publ292.pdf
http://www.nytimes.com/2014/03/08/your-money/when-working-in-your-pajamas-is-more-productive.html
http://www.nytimes.com/2014/03/08/your-money/when-working-in-your-pajamas-is-more-productive.html
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Not surprisingly, many pieces of  

advice about an Internet connection for a home 

worker revolve around getting broadband, and 

what kinds of broadband services work best for 

what kind of work. For example, do employees 

need symmetrical download and upload speeds, 

or will asymmetrical (faster download than upload) 

work? How fast does the connection need to be if 

you are often doing bandwidth-intensive activities 

such as videoconferencing?

But, more frequently these days, the discussion 

includes concerns and options around making the 

work-from-home Internet connection secure. An 

article  about making the case for working from 

home quotes David Heinemeier Hansson from his 

book, Remote: Office Not Required, on the need for 

data security:

But data is not necessarily secure just because people 

are working in an office together.  

Employees take laptops home, they carry  

company data in their personal smartphones, they 

go on business trips. If there are security gaps the 

company needs to address, that is a serious issue 

whether you are working at home or not.

Many methods can enable workers  

to connect to the Internet from home. Each comes 

with security concerns — and options to address 

those concerns.

http://fortune.com/2013/11/15/making-the-case-to-work-from-home/
http://fortune.com/2013/11/15/making-the-case-to-work-from-home/
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Connection

There are essentially two ways to connect from a home 

office to the Internet — a wireless cellular connection or a 

wired copper or fiber connection. Each has benefits and draw-

backs.

The Cellular Option
The main benefit of using a cellular connection is that it 

allows employees to work from anywhere a connection 

exists to a cellular tower. That includes being able to move 

around anywhere in the home, or taking work on the road to 

a café or a hotel and not having to worry about what kind of 

Choices
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connection is available. 

Concerns include cost (the minimum 

connection would be 3G wireless, and 4G 

wireless would be much more useful) and 

security. One of the drawbacks of broadcast-

ing work signals to the Internet is that they 

can be intercepted. And that’s true whether 

or not the remote computing device has a 

cellular modem built in or the cellular device 

is used as a Wi-Fi hot spot.

Wired and Wi-Fi Options
A wired connection eliminates that concern 

— unless, as is very common, employees are 

connecting to home broadband modems 

or routers via Wi-Fi signals. Wi-Fi connec-

tions are vulnerable to anyone with a decent 

mobile antenna. (Google demonstrated this 

vulnerability when it attempted to map local 

Wi-Fi hotspots while taking StreetView pic-

tures for Google Maps, and wound up alleg-

edly capturing user data from some of those 

home Wi-Fi routers.)

If employees do connect via Wi-Fi in a home 

office, the base minimum level of security 

they must have is a password requirement 

to access the connection. Two Wi-Fi proto-

cols are most common to do this: WEP and 

WPA (or now WPA 2). WEP stands for “Wired 

Equivalent Privacy,” but it never truly lived up 

to that name. These days, WEP security can be 

hacked easily.

WPA (Wi-Fi Protected Access) provides a 

better level of encryption, and WPA2 boasts 

Advanced Encryption Standard (AES) encryp-

tion of the wireless connection instead of 

using temporary key, as was the case with 

the original WPA. Still, just last March it was 

reported that WPA2 security can be breached, 

so the Wi-Fi connection risk remains.

Connecting a computer to the Internet 

via a wired connection eliminates many 

of the concerns that come from Wi-Fi — a 

malicious actor would have to physically tap 

into the wires somewhere along the line. 

But cable broadband connections do share 

a pipeline among multiple households to 

the shared junction box somewhere on a 

Google demonstrated the  
vulnerability of Wi-Fi connections 
when it attempted to map local 
hotspots and wound up allegedly 
capturing user data from home 
Wi-Fi routers.

http://www.bloomberg.com/news/2014-09-24/google-wi-fi-roundup-mistake-has-lawyers-eyeing-jackpot.html
http://phys.org/news/2014-03-wpa2-wireless.html
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neighborhood utility pole, called a Point of 

Presence (PoP).

Why VPN Isn’t Enough
To help solve some of the security concerns 

with wired and wireless connections, nearly all 

remote workers connect back to their offices via 

virtual private networks (VPNs). A VPN connec-

tion essentially creates a secure, private “tunnel” 

through the public Internet to a corporate office 

at the other end. This allows home workers to 

run server-based applications, such as Microsoft 

Outlook or Lync communications and collabora-

tion, as though they were in the office. 

The VPN solves the problem of shared  

Internet connections, as is the case with most 

cable broadband connections to the home. 

Workers may share the connection with their 

neighbors, but they don’t share the tunnel or, 

more importantly, the data that travels back 

and forth through it.

But there are still problems with using a 

VPN — one of which is common to all users 

and one is specific to certain industries. The 

common problem is performance. Using a 

VPN will increase the latency of the broad-

band connection, in some cases by a lot. Back 

when connections to the Internet were slow, 

that latency wasn’t very noticeable. But with 

modern broadband connections in the U.S. 

hovering around 30.7 Mbps,  that latency has 

become a real concern.

The industry-specific concern with a VPN 

comes from highly regulated industries such 

as financial or health care. If someone is work-

ing from home and accesses patient data 

regulated under the Health Insurance Por-

tability and Accountability Act (HIPAA), that 

home worker’s computer should be connect-

ed by VPN as well as encrypted as it would be 

in the main office. After all, the Internet tunnel 

the VPN creates may be secure, but once that 

data resides on the home worker’s computer, 

that VPN security is moot.

Even if the data doesn’t live on the remote 

worker’s computer, malicious software might. 

The Backoff Point-of-Sale malware, for exam-

ple, which was used in data breaches at Home 

Depot, Neiman Marcus, Goodwill, Target and 

others — came in to the retailers’ point-of-

sale computers via remote workers  accessing 

them to do IT work. 

And very recently, the U.S. Postal Service 

suspended indefinitely its remote worker pro-

gram and shuttered its VPN following its own 

Even if sensitive data doesn’t live 
on a remote worker’s computer, 
malicious software might.

http://www.cordcuttersnews.com/average-united-states-download-speed-jumps-11-03mbps-in-just-one-year-to-30-70mbps/
http://techemployeebenefits.blogspot.com/2014/06/hipaa-security-rule-and-home-workers.html
http://techemployeebenefits.blogspot.com/2014/06/hipaa-security-rule-and-home-workers.html
http://www.creditinfocenter.com/wordpress/2014/08/04/homeland-security-reports-backoff-malware-blamed-retailer-data-breaches/
http://www.darkreading.com/attacks-breaches/us-postal-service-suspends-telecommuting-following-massive-data-breach/d/d-id/1317391?
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data breach. The USPS won’t say that remote 

access caused the data breach, but the need 

to shut down its own VPN is a strong indicator 

that it may have played a role.

EPL: An Emerging Option
One new solution for addressing these con-

nection security concerns is an Ethernet Private 

Line (EPL) to the premises, which allows a com-

pany to sidestep Internet-related concerns. 

One of the first companies offering that 

option is Comcast Business. As the nation’s 

largest cable broadband company points out, 

Ethernet to the home addresses the primary 

concern for businesses with employees access-

ing company resources and information from 

home — security. 

The service allows the employee to access 

company assets via a private connection, by-

passing the Internet altogether, which elimi-

nates an external intrusion point and the need 

to encrypt the data to and from the worker’s 

home. Since the EPL is Ethernet, there is no 

need for additional routers or protocol conver-

sions, making the work-at-home experience 

feel the same as being in the office.  

The EPL connection sidesteps the common 

cable broadband requirement that a home 

worker has to share the Internet connection, 

at least to the point of presence. That EPL link 

is a direct line to the base office, essentially 

no different than if the home worker had an 

Ethernet cable tens or hundreds of miles long, 

plugged right into the office Ethernet switch. 

Finally, EPL is provided over a service provid-

er’s private network, where it controls all the 

transmission variables. Therefore, the provider 

is confident enough to offer a service level 

agreement for performance and availability, 

something no user gets with the Internet.

As the price of dedicated Ethernet lines to 

the home via copper or fiber continues to 

drop, expect to see it become a more powerful 

driver of the move to working from home for 

more employees. 

But there are other technologies on the 

horizon, which affect both how home workers 

connect and how they might increase security. 

Ethernet Private Line service allows 
employees to access company
assets via a private connection, 
bypassing the Internet altogether.
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A Glimpse into
Future

The increasing availability and declining cost of fast broadband to the 

home will drive further adoption over the next few years. 

Cable broadband providers aren’t sitting on their collective hands when it 

comes to speed and security. The current DOCSIS standard, 3.0, which defines 

cable network speeds, was adopted in late 2010 and allows for download speeds 

of up to 1 Gbps, with upload speeds of up to 245 Mbps. That means broadband 

cable providers are able to compete with new entrants to the game such as 

Google Fiber, as well as the increasingly common municipal utility Gigabit fiber 

connection. And with the latest DOCSIS 3.1 standard going into testing this year, 

those speeds jump to a possible 10 Gbps down and 1 Gbps up. 

the

http://volpefirm.com/protocol1/
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It’s one thing to offer fast, plentiful Internet 

bandwidth, but it’s another to offer Ethernet 

(and the associated bandwidth) over it. Com-

cast is currently the only DOCSIS standard 

supporter to offer Ethernet Private Line over its 

broadband.

Emerging Security Options
When it comes to security, one of the increas-

ingly popular solutions in the mobile world is 

also poised to come to the home workforce: 

containerization. Already the concept of con-

tainerization — in which a single app, a col-

lection of software or even an entire comput-

ing device is wrapped in a secure “container” 

through which only trusted connections and 

activity are allowed — has moved out of the 

mobile arena and into the cloud, with news 

that Amazon Web Services supports apps being 

wrapped by the containerization service Docker.

Containerization may see increased use as 

home connections grow in popularity. The 

approach also can provide greater security for 

a home worker’s computer even on a wired 

broadband connection. 

And for home workers connecting through 

Wi-Fi routers, containerization, combined with 

any extra secure connection such as a VPN or 

EPL, should provide nearly all the security an 

enterprise would need — not counting those 

federal regulatory requirements mentioned 

previously.

However the home worker connects to the 

Internet to get the job done, there are solutions 

available now for proper security, and more  

innovative solutions on the near horizon. p

http://searchcloudcomputing.techtarget.com/podcast/Cloud-app-containerization-all-the-rage-but-is-it-anything-new

